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Abstract. In this paper, we introduce a class of cubic rotation sym-
metric (RotS) functions and prove that it can yield bent and semi-bent
functions. To the best of our knowledge, this is the second primary
construction of an infinite class of nonquadratic RotS bent functions
which could be found and the first class of nonquadratic RotS semi-bent
functions. We also study a class of idempotents (giving RotS functions
through the choice of a normal basis of GF(2") over GF(2)). We derive
a characterization of the bent functions among these idempotents and
we relate their precise determination to a problem studied in the frame-
work of APN functions. Incidentally, the proofs of bentness given here
are useful for a paper studying a construction of idempotents from RotS
functions, entitled “A secondary construction and a transformation on
rotation symmetric functions, and their action on bent and semi-bent
functions” by the same authors, to appear in the journal JCT series A.
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1 Introduction

Boolean functions play a critical role in cryptography as well as in the design
of circuits and chips for digital computers. They can be defined over the finite
field GF(2™) and represented as univariate polynomials, or over the vector space
GF(2)" and represented as f(zg,1,...,Tn—1), the latter representation being
deduced from the former (and vice versa) through the choice of a basis of the
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GF(2)-vector space GF(2"). Idempotents, introduced by Filiol and Fontaine
in [12,13] are polynomials over GF(2") such that f(z) = f(z?), for all z €
GF(2"™). Rotation symmetric (RotS) Boolean functions, introduced by Pieprzyk
and Qu [24], are invariant under circular translation of indices. They can be
obtained from idempotents (and vice versa) through the choice of a normal
basis of GF(2"). Such class of Boolean functions is of interest because of its

smaller search space (=~ 227) comparably to the whole space (= 22"), which
allows investigating functions for a number of variables larger (by a factor of 2),
and also because of the more compact representation of RotS functions. It has
been experimentally demonstrated that the class of RotS Boolean functions is
extremely rich in terms of cryptographically significant Boolean functions. For
example, Kavut et al. have found Boolean functions on 9 variables with nonlin-
earity 241 [17], which solved an almost three-decade old open problem. Moti-
vated by this study, important cryptographic properties such as nonlinearity,
balancedness, correlation immunity, algebraic degree and algebraic immunity of
these functions have been investigated at the same time and encouraging results
have been obtained [10,14,27,28]. Note that RotS functions are also interesting
for the design of Substitution Boxes in block ciphers (see [16,25]).

Plateaued functions [29] represent much interest for the study of Boolean
functions in cryptography, as they can possess desirable cryptographic properties
such as high onlinearity, resiliency, propagation criteria, low additive autocor-
relation and high algebraic degree. Their class is larger than that of “partially
bent functions” introduced in [3]. Two important classes of plateaued functions
are those of bent functions and of semi-bent functions, due to their algebraic
and combinatorial properties. An n-variable (n even) bent function is a Boolean
function with the maximum possible nonlinearity 2”~! — 2"/2=1_ Such functions
provide the best resistance against attacks by affine approximations, such as
the fast correlation cryptanalysis (but are weak against other attacks like the
Siegenthaler correlation attack and the fast algebraic attack). They have been
extensively investigated in cryptography (Rothaus who introduced them in [26]
worked in this framework), spread spectrum, coding theory (the Kerdock codes
are made of affine functions and bent functions) and combinatorial design (in
relation with difference sets). A lot of research has been devoted to designing
constructions of bent functions. The two best known constructions produce the
so-called Maiorana-McFarland class, denoted by M [11,21] and the PS class [11].
A survey on bent functions can be found in [2].

It is well known that the Walsh transform of a bent function only takes on
the values +2%. Hence, bent functions are unbalanced and exist only for even
number of variables. For even n, a semi-bent function has Walsh transform taking
values 0 and £23 1 only; it can also be called 3-valued almost optimal. Semi-bent
functions can provide protection against fast correlation attack and more general
cryptanalysis by affine approximation [22], and unlike bent functions can also be
balanced and resilient. A number of constructions of semi-bent functions have
been developed. For detailed discussion please see [5,9,23] and the references
therein.
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In [15], the authors presented a class of cubic RotS bent functions. But such
examples of bent RotS functions are very few. Further research is needed to
find other classes of cryptographically important RotS functions. In [6], the
authors studied the following transformation of RotS functions into idempo-

tents: given, f(xg,z1,...,2,—1) a RotS function over GF(2)", the function
f' is defined over GF(2") as: f'(2) = f(z,22,...,2%" ). If the ANF of f is
flxo, 1, ) = ZueG’F(2)” au ", where xg,x1,...,xy—1 and a, belong to

GF(2), we have: f'(2) = 3., car() @u H?;OI (%)% = Y uecr@)n Gy zimo wi2'
The transformation f +— f’ maps any RotS Boolean function f to a Boolean
idempotent f’ over GF(2™). The algebraic degree is preserved. All Boolean idem-
potents are obtained this way, with uniqueness. This transformation, contrary
to the decomposition of an idempotent over a normal basis, allows obtaining
infinite classes from infinite classes. The question whether such infinite classes
exist for all situations “f bent / not bent” and “f’ bent / not bent” is studied
in [6]. The proofs given in the present paper allow to reply positively.

We organize this paper as follows. Section 2 is an introductory part providing
some preliminary definitions and results. In Sect. 3, we characterize the Walsh
transform of a class of cubic RotS functions f;. Necessary and sufficient condi-
tions for f; to be bent or semi-bent functions are obtained. Section 4 presents a
class of idempotent bent functions.

2 Preliminaries

We first recall some general definitions about Boolean functions. Denote by
GF(2)™ the n-dimensional vector space over the finite field GF(2) and by + the
addition operation over GF'(2). Let 0 and 1 be the all-zero vector and the all-
one vector of GF(2)™ respectively. An n-variable Boolean function f(z), where
z = (20, %1,---,Tn_1) € GF(2)", is a mapping from GF(2)" to GF(2), which
can be represented uniquely as a polynomial, called its algebraic normal form
(ANF), of the form:

n—1
f(x(]axlw"vmnfl): Z )\u(H x?l), )\uGGF(2)

wEGF(2)™ i=0

The number of variables in the highest order product term with nonzero coetfhi-
cient is called its algebraic degree. A Boolean function is said to be affine if its
degree does not exceed 1. The set of all n-variable affine functions is denoted
by A,(xz). We call a function nonlinear if it is not in A,(x). The Hamming
weight wp () of a binary vector € GF(2)™ is the number of its nonzero coor-
dinates, and the Hamming weight wg (f) of a Boolean function f is the size of
its support {x € GF(2)"|f(z) = 1}. f wy(f) = 2", we call f(x) balanced. We
say two n-variable Boolean functions f(z) and g(z) are affinely equivalent if
g(x) = f(Ax+b) where b is an element of GF'(2)™ and A is an n x n nonsingular
binary matrix. It is easy to see that if f(z) and g(z) are affinely equivalent then
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wr(f) = wu(g). Let = (xg,21,...,2n-1) and w = (wg, w1, ...,wy—1) both
belong to GF(2)™ and w-x be an inner product in GF(2)", for instance the usual
inner product woxo+wiz1+- - -+ wy—12,—1. Then the Walsh transform of f(x) is

the real valued function over GF(2)" defined as: Wy(w) = > (=1)/@+w=z,
zEGF(2)"

Definition 1. Let n be even. A Boolean function f(x) on GF(2)™ is called bent
if its Walsh transform satisfies Wy(w) = £2% , for all w € GF(2)".

Definition 2. Letn be any positive integer. A Boolean function f(xz) on GF(2)™

is called semi-bent if its Walsh transform satisfies Wy(w) = 0, j:Q[nTHW, for all
w e GF(2)".

Maiorana and McFarland [21] introduced independently a class of bent func-
tions by concatenating affine functions. We call the Maiorana-McFarland class
M the set of all the Boolean functions on GF(2)*™ = {(z,y)|z,y € GF(2)"},
of the form:

f(@,y) = m(2) -y + h(z), (1)

where 7 is any mapping from GF(2)™ to GF(2)™ and h(x) is any Boolean
function on GF(2)™. Then f is bent if and only if 7 is bijective.

Let ; € GF(2) for 0 < i < n—1.For 0 < k < n — 1, we define the left
k-cyclic shift operator pk as pf(z;) = T(i4+k)modn (this is an abuse of notation
Since (i1 k) mod n does not depend on x; but on another coordinate of x; but this
notation will simplify the presentation below). Let (zq, z1,...,z,—1) € GF(2)",
we can extend the definition of p¥ on tuples as follows: pk (zg,z1,..., 2, 1) =
(pF (20), pE (1), ..., pE(x,_1)), and on monomials as follows: pF (z;,2;, ... x;,) =
ok (i) ok (i) ... pE(25,) with0 <ig <iy <---<ip<n-—1.

Definition 3. A Boolean function f on GF(2)™ is called rotation symmetric if
for each input (zg,1,...,2n—1) € GF(2)™, we have:

f(pfl(xo,:rl, cosTp—1)) = f(zo,x1, ..., Tp_1), for 0<k<mn-—1.

Let us denote by G, (zi, 2, - - - 7i,) = {pF(wiywi, ... 75,), for 0 <k <n—1}
the orbit of the monomial z;,x;, ...x;. We select the representative element of
Grn(xigxsy ... x;,) as the lexicographically first element. For instance, the repre-
sentative element of the orbit {zoz129, x122x3, T2x320, T3T0x1} 1S Tox122. For a
RotS function f, the existence of a representative term xoz;, ...x;, implies the
existence of all the terms from G, (zox;, ...2;) in the ANF of f.

3 Constructions of Rotation Symmetric Bent
and Semi-bent Functions
The lemma below is straightforward and well-known.

Lemma 1. Assume that a Boolean function f : GF(2)*™ — GF(2) can be
expressed in the form (1). Then the following conditions hold.
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1. If w is a 2-to-1 mapping, then f is a semi-bent function.

2. If, for every b € GF(2)™, the set S, = {x € GF(2)™|w(x) = b} is either
empty or an s-dimensional affine subspace of GF(2)™, then f is semi-bent
if and only if s = 1, or s = 2 and the restriction of h to Sy, viewed as a
2-variable function, has algebraic degree 2 (i.e. has odd Hamming weight).

Now, we are able to prove our main theorem.
Theorem 1. Let fi(x) be the n-variable RotS Boolean function of the form:

1
P (T0wt) (2)

2r—1 v(t)

n—1
fil@) = ph(wowrwar) + D ph (w02, war) +
=0 =0

i=0

where pt, is the left i-cyclic shift operator, and n = 2m = 6r with r > 1, t < m,
v(t)=nif 0 <t <m;v(t)=m if t =m. Then we have

1. If 0 < t < m, then fi(x) is semi-bent if and only if gcd(2t,m) = 1 or if
ged(2t,m) = 2 and ged(t,m) = 1.
2. Ift =m, then fi(z) is a bent function.

Proof. We first note that

fi(x) = (w0 + x3,)(xr + 2ar) (T2r + T50)

+ (21 + 23r+1) (@rg1 + Tari1) (T2rg1 + Torg1)

v(t)—1
+ (@r—1 + Tar—1)(T2r—1 + T5r—1) (T3r—1 + Ter—1) + Z P (Tot).
i=0

Let
E={zeGF2)"|zi + Tmy;=0,Yi=0,...,m—1}
and
W={z e GF2)"|xms+i =0,Vi=0,...,m— 1},

then E and W are two supplementary m-dimensional vector subspaces of GF(2)",
that is, any vector x € GF(2)" can then be uniquely represented as x = a + y
with a € W and y € E. By replacing « by a + y above, we deduce that:

1. If 0 <t < m, then

fi(z) = fila+y) = aparaar + a10r4102r41 + - + Qr_102,— 13,1
n—1
+ 37 Pl (a0 + o) (ar + 1)
i=0
r—1 n—1
= Z P (aoaraz,) + Z pn(aoar + aoyr + aryo + Yyoye)-
i=0 i=0
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Using am+; = 0 and y; = Yy for 0 <i <m — 1, we have:

n—1 m—t—1
J —
> ph(aoar) = E Py (aoar)
=0 =0
m—t—1

= Pl (apay) (this is an abuse of notation),
i=0

Z P;(aoyt) = aoYt + -+ Am—t—1Ym—1 + Am—tYo + -+ Am—1Yt—1

m—1 m—1
= P (aoys) = ZP Am—tY0),
=0 i=
n—1 m—1 m—
an atyo) Pi(a0yn—1) Z,O A0Ym—1) Z (aryo)-
=0 = i=
Therefore, since Z ol (Yoy:) = 2 Z oL (yoy:) (mod 2) =
=0 1=0
fe(x) = (a + )
m—t—1 m—1
=Y p (aparaz,) + Z i (apay) Z P (@t + am—t)Yy0)
i=0 i=0 i=0
=m(a) -y + h(a),
where
m(a) = (at + Gm—t, @41 + CGm—tgi, ooy Q1 + Q—i—1),
and

m—t—1

r—1
a)zprn(aoaragr + Z p (apay).
=0 i=0

If t = m/2, then # = 0 and the function is neither semi-bent nor bent.
For t # m/2, according to the expression obtained for 7(a), we can assume
without loss of generality that 0 < ¢t < m/2. Let s = ged(2t,m). It follows
from Theorem 1 of [20, p. 190] that 7 is a 2°-to-1 mapping since ged(z® +
™™t 2™ +41) = 2°+1. This is equivalent to saying that S,, is either an empty
set or an s-dimensional affine subspace of GF(2)™. By Case 2 of Lemma 1,
we deduce that f; can be semi-bent only if s =1, or s = 2.

— If s =1, then 7 is a 2-to-1 mapping, which implies f; is semi-bent by Case

1 of Lemma 1.
— If s =2, denote by G the kernel of 7, then

G =1{0,1,(1,0,1,0,...,1,0),(0,1,0,1,...,0,1)} c GF(2)™
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Suppose that S, is nonempty. Then, for any a € S,,, there exists some
vector b € GF(2)™ such that {b+ ele € G} (b can be unique if we require
for instance that by = by = 0). Then the restriction g of h to S, is:

r—1 m—t—1
9= Zpin((bo + e0)(br + e;)(b2r + €2,) + Z P (bo + €0)(by + €4))
i=0 i=0
r—1
=" i (bobrbay + bobrear + bobarer + bybaren
i=0
+boerear + bregear + bareger + egerear)
m—t—1 )
+ Z P (bobs + boer + breg + eper).
i=0
Since ged(2t,m) = 2, then ged(t,m) = 1,2 and r is even. Using e; = e; if
i =7 (mod 2), we shall calculate the non-linearized part B of g relative to
e for the cases ged(t,m) = 1 and ged(t,m) = 2 respectively.
- If ged(t,m) = 2, then t is even. We have
r—1 m—t—1
B = Z Py (€0€re2r + boerear + bregea, + barege,) + Z P (€0€r)
=0 =0
r—1 m—t—
= Z P (€0€oeo + boeoeg + bregeo + bareoeq) + P (€0€0)
i=0 1=0
r/2—1
= Z (1 + b2i + brroi + bary2i)eo
i=0
(14 b2ip1 + bry2iyr + baryoiyi)er)

—1
—l—(mT mod 2)(eg + e1).

It shows that ¢ is an affine function on b + G. According to Case 2 of
Lemma 1, f; can not be semi-bent if ged(t,m) = 2.

To complete our proof, it will suffice to check that g is quadratic when
ged(t,m) = 1. In this case, ¢ is odd and so is m — .

- If ged(t,m) = 1, then

r—1
B = Z L (eoerear + boerea, + boerea, + bregea, + bareger)
1=0
m—t—1
+ Z P (eoer)
i=0
r/2—1

= Z (1 + b2i + bryoi + bary2i)eo
i=0
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(14 baiy1 + bry2ip1 + baryoiyi)er)
+(m —t mod 2)(egey)
r/2—1
= epe1 + Z (1 + b2 + bpy2i + baryoi)eo
i=0
+(1 + baiy1 + bryoiv1 + bart2it1)er).
Hence g has algebraic degree 2. We conclude that f;(x) is semi-bent if
ged(2t,m) = 2 and ged(t,m) = 1, completing the proof of Case 1 of Theo-
rem 1.
2. If t = m, by a straightforward computation, we have

fm (@) = fm(a+y)

r—1 m—1
= Zp:n(‘mara%) + Z P (a0 + yo)(am + ym))
=0 =0
r—1 m—1
= Z p:n(aoara%“) + Z p:n((ao + yO)am + (aO + yO)ym)
i=0 =0
r—1 m—1
= piu(aoaraz,) + Y pi((a0 + yo)ym)
=0 =0
r—1 m—1
= ph(aoaraz) + > ph((a0 +yo)yo)
i=0 =0
r—1 m—1
= phlacaraz) + > ph((a0 + 1))
i=0 =0

Obviously, f,(x) is a bent function from the class M, completing the proof.

Remark 1. From the proof of Theorem 2, one can claim that the homogenous
RotS function E?;(} pL (xomr o) + Zf;gl Pt (Tow2,74) can not be bent. It is

conjectured that there are no homogenous RotS bent functions [27].

4 Rotation Symmetric Functions Obtained as
Idempotents over GF(2")

In this section we identify the vector space GF'(2)™ with the finite field GF(2").
For any positive integer k dividing n, we denote the trace function from GF'(2")
to GF(2%) by Tri(z) = 2422 44 22"" Note that for every integer k divid-
ing n, the trace function T'r} satisfies the transitivity property Try = Trk oTry.
Every nonzero Boolean function f defined over GF(2") has a unique representa-
tion of the form: f(z) = 212:‘(;1 u; 2" where u; € GF(2"). Thanks to the fact that
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f is Boolean, that is, satisfies (f(2))? = f(2) [mod 22" + 2], it can be written in
the form (called its univariate polynomial form or trace form):

=3 {9 (a20) + (1 + 22", (3)
Jjeln

where I, is the set of integers obtained by choosing one element in each cyclo-
tomic coset of 2 modulo 2" —1 (the most usual choice for j is the smallest element
in its cyclotomic class, called the coset leader of the class), o(j) is the size of
the corresponding cyclotomic coset containing j, a; € GF (2°0)) and € € GF(2).
The algebraic degree of f equals the maximum 2-weight of those j such that
a; # 0, where the 2-weight of j is the Hamming weight of its binary expansion
(see e.g. [2]). Let us denote by ¢, (z) = Trf(uz),u € GF(2"), the general linear
Boolean function on GF(2™). The Walsh transform of f is defined as

Wi(u)= Y (=1)fOFH@ e GR(27).
zEGF(2m)

Thanks to the identification between the vectors pace GF(2)"™ and the field
GF(2"), the Maiorana-McFarland class M of Boolean functions over GF(22™)
can be expressed in the form: f(x,y) = Tri*(r(z)y + h(z)), where 7 and h
are mappings from GF(2™) to GF(2™). A function f(z) given by (3) is an
idempotent if and only if every coefficient a; in every term Tro0) (ajz7) belongs
to GF(2).

4.1 The Bentness of Some Cubic Idempotents

It is known that the monomial function Tr?™(Az?), when cubic, can yield bent
functions in M only if m = 3r,d = 1+ 2" + 22" [1], or d = 1 + 27 4+ 2™ with
1 < j < m [8] respectively. But [1, Theorem 3] and [8, Theorem 5.1] imply that
such cubic bent monomial functions can not be idempotent (i.e. such that A = 1).
In this subsection, we characterize the bentness of the idempotent functions of
the form:
m—1
) =T 4 3T T ) e, )
i=1
where n = 2m,0 < k <m, and ¢ = (¢1,...,¢n) € GF(2)™
The next theorem will show that function f,gc)(z) is from the class M, and
then the bentness of f,gc)(z) can be related to the bijectivity of some quadratic
polynomial of the form z!+2° + L(z), where L(z) is a linearized polynomial
over GF(2™). Such polynomials have received attention for their importance in
constructing quadratic APN permutations [19].

Theorem 2. Let fkc (2) be defined over GF(2™) by relation (4) and let L(z) =

e — LT’L 1J i m—i
27 bema+ S (e +em—i) (2?2 + 227 ). Then flgc)(z) is bent if and only if
i=1

2142 4 L(2) is a permutation polynomial of GF(2™).
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Proof. Let V.= GF(2™) and denote by U a subspace supplementary to V in
the vector space GF(2"). We have GF(2") = |J (u+ V). Then, for any u € U

u€lU
and y € V, we have
19 = 1+ )
= Tri((u+y) 22" + nf e Tr ((u+y)+?) ()
i=1
+emTri((u+ y) 1+

k m m k k m
=1 T?(u1+2 2 )+ 1 T?(Uz y1+2 + UZJ2 T2y y1+2 )
m k k m k m m
TrY (u1+2 92 +u? y+ u't? y2 )+ Try (y1+2 2 )

m—1
+ 3T fuy® oy 4yt
1=1
e Trt (W T+ u y +uy? + 2 ). (6)

Since u!' 2" u +u?",y € GF(2™), we have:
Try "y 2 a7 = Tep (u+ 0y ) =0,
and ‘ N
Ty ) = Tr () = T ) = 0.
By using the transitivity of the trace function, the part depending on y is

m—1
k m k m m i i
A=Trr w2 y 2" 42 T2y 422 g ciTri(uy® +u?'y)
i=1

om

+enTri (v y + uy2m + meJrl)

m—1
= Tr?(uzk Y+ u? (u +u?")y) + Z ST (W2 4 u?Yy)
i=1

—|—cmT7"{”((u2m +u+1)y)
m m k—1 m k
=T (((u+u®)?  + (ut+u? ) Thy)

+ 3 G (e +w®™ ) + (w+ 1) )y) + eI (e u?” + 1))

= T (n(u)y),

where

m—1
+ (u + u? )2 +1—|—ch w+u®") + (u+u?")
=1

ok—1 om—i

w(w) = (u+ ") )

tem(u+u?" 4+ 1).
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Let
h(u) = Trit(w® (u +u®")?) + Z e Tri(u¥ ) + e Trm (w2 ).

Then the sum in Relation (5) is simplified as follows:

2 (wty) = Ty (x(u)y) + h(w).
Denoting u + u?" by &, we have:

m—1
m(w) =&+ bonl+ Y (@ + & )+ em
=0
2k 41 gk—1 ' 2° 2m i
=&+ denl+ Y (o )@+ ) o

1=1
= &L L) + e (7)

This completes the proof.

Reference [19] addresses the problem of the bijectivity of functions of the

form 22"+ + L(z). But it does not address completely the case where k is not
co-prime with m:

Lemma 2. [19] Let ged(d,2™ — 1) > 1 and L(z) be a linearized polynomial
on GF(2™). Then if L(z) is not a permutation on GF(2™), then 2 + L(z) is
not a permutation. If d = 1 + 2¥ with ged(k,m) = 1, then S 4 L(z) is a
permutation polynomial if and only if m is odd and L(z) = a? z+az? for some
a € GF(2™m)*.

Proposition 1. Let w(z) be given by (7). Then the following statements hold:

1. w(z) is a permutation only if c,, = 1 and m/ ged(m, k) is odd.

2. If k =1, then 7 is a permutation only if ¢;+cpm_; =0 foralli =1... L%J

Proof. 1. If ¢, = 0, then 7(z) can not be a permutation for 7(0) = w(1). Now
we can assume that ¢,, = 1. Then L(z) can not be a permutation on GF(2™)
since L(0) = L(1). And, if m/ ged(m, k) is even, then ged(2¥+1,2™ —1) > 1.
Hence 7(z) is not a permutation by Lemma 2.

2. From the conclusions above, we can suppose that ¢,, = 1. If &k = 1, then

m—1

2 i m—i
7(z) =24+ Y (ci+em_i)(z? +227 ')+ 1. By Lemma 2, m can not be
i=1

bijective if there exists some 1 < ¢ < LmT*lJ such that ¢; + ¢;,,—; # 0. This
closed the proof.
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