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Foreword

The fundamental aspect of the Internet architecture that distinguishes it
from other network technologies (such as X.25 and ATM) is that it is con-
nectionless (vs. connection-oriented) and stateless (vs. stateful). The heated
debate of whether connection-oriented or connectionless architecture is better
has lasted for several decades. Proponents of the connectionless architecture
point out the great robustness and scalability properties of the architecture,
as demonstrated by the Internet. One well-known articulation of this philoso-
phy is the “End-to-End Arguments”. Opponents argue, rightfully, that there
is no known solution that can provide quantitative performance assurances
or guaranteed QoS in a connectionless network. It has been widely recog-
nized that QoS is a must-have feature as the Internet technology evolves
to the next stage. However, all existing solutions that provide guaranteed
QoS require routers to maintain per flow (another name for connection used
by the Internet community) state, which is the fundamental element of a
connection-oriented architecture. The apparent conflicting goals of having a
stateless network and supporting QoS have presented a great dilemma for
Internet architects. As an example, Dave Clark, one of the most respected
Internet architects and the author of the famous “End-to-End Arguments”
paper, was also a key designer of the Internet Integrated Services Architecture
that requires routers to maintain per flow state.

Dr. Ion Stoica’s dissertation addresses this most pressing and difficult
problem facing the Internet community today: how to enhance the Internet
to support rich functionalities (such as QoS and traffic management) while
still maintaining the scalability and robustness properties embodied in the
original Internet architecture.

In his dissertation, Dr. Stoica proposes a novel architecture called SCORE
(Stateless Core) that does not require core routers to maintain per flow state
yet can provide services similar to those provided by stateful networks. This
is achieved by a family of SCORE distributed algorithms that approximate
the services provided by idealized stateful networks. The key technique used
to implement a SCORE network is Dynamic Packet State (DPS), which uses
extra state carried in packet headers to coordinate distributed algorithms im-
plemented by routers. Such an architecture has both important theoretical
and practical significances. From a conceptual point of view, this architecture
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is the first that combines the advantages of stateful and stateless networks,
and can therefore achieve QoS, scalability, and robustness simultaneously.
From a practical point of view, the industry and the IETF have been strug-
gling to make a choice between two QoS architectures: the stateful Intserv,
which can provide hard QoS guarantees but is less scalable and robust, and
the stateless Diffserv, which is more scalable and robust but cannot pro-
vide services with high assurance. The SCORE architecture provides a third
approach that is superior.

I believe that this research represents one of the most important and
innovative contributions in networking research in the past decade. I hope
that you will enjoy reading it and agree with me afterward.

Hui Zhang



Preface

This book contains the dissertation the author wrote at the Department of
Electrical and Computer Engineering (ECE) at Carnegie Mellon University.
This thesis was submitted to the ECE department in conformity with the
requirements for the degree of Doctor of Philosophy in 2000. It was honored
with the 2001 ACM Doctoral Dissertation Award.

Abstract

Today’s Internet provides one simple service: best-effort datagram delivery.
This minimalist service allows the Internet to be stateless, that is, routers do
not need to maintain any fine-grained information about traffic. As a result
of this stateless architecture, the Internet is both highly scalable and robust.
However, as the Internet evolves into a global commercial infrastructure that
is expected to support a plethora of new applications, such as IP telephony,
interactive TV, and e-commerce, the existing best-effort service will no longer
be sufficient. As a consequence, there is an urgent need to provide more
powerful services such as guaranteed services, differentiated services, and flow
protection.

Over the past decade, there has been intense research toward achieving
this goal. Two classes of solutions have been proposed: those maintaining the
stateless property of the original Internet (e.g., differentiated services), and
those requiring a new stateful architecture (e.g., integrated services). While
stateful solutions can provide more powerful and flexible services, such as per
flow bandwidth and delay guarantees, they are less scalable than stateless so-
lutions. In particular, stateful solutions require each router to maintain and
manage per flow state on the control path, and to perform per flow classifi-
cation, scheduling, and buffer management on the data path. Since today’s
routers can handle millions of active flows, it is difficult, if not impossible,
to implement such solutions in a scalable fashion. On the other hand, while
stateless solutions are much more scalable, they offer weaker services.

The key contribution of this dissertation is to bridge this long-standing
gap between stateless and stateful solutions in packet-switched networks such
as the Internet. Our thesis is that “it is actually possible to provide services as
powerful and as flexible as the ones implemented by a stateful network using a
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stateless network”. To prove this thesis, we propose a novel technique called
Dynamic Packet State (DPS). The key idea behind DPS is that, instead of
having routers maintain per flow state, packets carry the state. In this way,
routers are still able to process packets on a per flow basis, despite the fact
that they do not maintain any per flow state. Based on DPS, we develop a
network architecture called Stateless Core (SCORE) in which core routers
do not maintain any per flow state. Yet, using DPS to coordinate actions of
edge and core routers along the path traversed by a flow allows us to design
distributed algorithms that emulate the behavior of a broad class of stateful
networks in SCORE networks.

In this dissertation we describe complete solutions including architectures,
algorithms, and implementations which address three of the most important
problems in today’s Internet: providing guaranteed services, differentiated
services, and flow protection. Compared to existing solutions, our solutions
eliminate the most complex operations on both the data and control paths in
the network core, i.e., packet classification on the data path, and maintaining
per flow state consistency on the control path. In addition, the complexities of
buffer management and packet scheduling are greatly reduced. For example,
in our flow protection solution these operations take constant time, while in
previous solutions these operations may take time logarithmic in the number
of flows traversing the router.
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